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SLNXv3 CONFIGURATION AT RICOH DEVICES

Migration process from Ricoh SLNXv2 to Ricoh SLNXv3 is a complex process that requires on-
site configuration for Ricoh devices.

This guide describes the procedure to fully uninstall SLNXv2 on device and prepare it for
SLNXv3 installation.

These tasks must be done by a Ricoh engineer with GW models and SOPv2 knowledge.

Tasks to be done on-site by Ricoh engineer are as follows:

1.- Firmware update.
Device must be update to latest firmware package version.

For SOPv2.1 devices System Cheetah (M2a_System) must be v1.40.1 or later.

Firmware update must be done using an SD Card with package file for destination model
according with Firmware Update (SD Card) procedure described on device’s Field Service
Manual. Contact your local support for additional information.

2.- Disable Enhanced Authentication Management.
After finish firmware update, restart device and login as machine administrator with following
credentials:

User: admin
Pass: R1cOH

Access User Tools, Machine Features, System Settings, Administrator Tools, Pag. 2/5 and
change Enhanced Authentication Management to Off.

|§‘a_ Admin. is operating remotely

Enhanced Authentication Management | Cancel l I oK I 1 2 3
Select itemn, then press [OK].

4 |5 |6

on || Off |

7 (|8 |9
It is necessary to confioure Authentication server settings to use the authentication card.
Authentication server can be selected in [User Authentication Management].

J¥ |0 |#

Check Status — 56 @ Stop

Confirm with Ok, press Exit and Logout device.
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3.- Delete all Address Book entries.
Login as Machine Administrator and enter User Tools, Machines Features, System Settings,
Administrator Tools, Pag. 1/5 and select Delete All Data in Address Book.

X System Settings Reset | (&F

General Traw Paper Tirner Interface File Adrninistrator 1 2
Features Settings Settings Settings Transfer Tools

Address Book Managermert | | Data Carry—cver Setting for Address Book Auto—program | 4

3

5 |6

Address Book: Prooram / Chanae / Delete Group | | Auto Delete User in Address Book _ 7 8 9
0 |#

|
|
| Address Book: Change Crder | I Delete All Data in Address Book I
|
|
|
|

Print Address Book: Destination List | Gisplay / Print Counter / *

Address Book: Edit Title | | Gisplay / Clear / Print Counter per User

Address Book: Switch Title Title 1 | Display / Clear Eco-friendly Courtter |
Backup/Restore: User Custom Settinas & Address Book | | Display / Clear Eco-friendly Courter per User |
15 ¥ et |

Check Status = 66 @ Stop

Confirm the deletion and press Yes.

's operation, tap

Are you sure you want to delete all data
in the address book?

1
g6 @ Stop

Check Status

4.- Uninstall SLNXv2 Java APPs.
Login as Machine Administrator an uninstall following apps on User Tools, Machine Features,
Extended Features Settings, Extended Features Settings, Uninstall.

AA Manager for SOP
SP Manager for SOP



5.- Uninstall SLNXv2 SOP APPs.
Access SOP Service Mode and uninstall following apps on Apps, Install, Uninstall.

Logout SOP Service Mode.

6.- Change SP codes.

Access Service Mode and change following settings under System SP according with following

table.

SP 5401-103
SP 5401-162
SP 5401-230
SP 5401-240
SP 5490-001
SP 5730-001

Restart device.
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SF Manager for SOP
Then, logout as Machine Administrator.

AA Manager for SOP
SP Manager for SOP
SF Manager for SOP

0
00000000
00000000
00000000

0

0
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7.- Change USB Card location.
Locate USB card reader cable at Ricoh’s controller board and unplug it:

[UNPLUG USB READER
FROM USB A INTERFACE

Depending on model, card reader cable should be guide inside Ricoh device. In that case you
should open back cover and remove USB card reader cable.
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After card reader is successfully removed, please login as Machine Administrator and access
User Tools.

| & |Machine Administrator

S

N
Printer (Classic) Address Book
Management

O ® %

Application Site User Guide User Tools

Change Language No Reception File

& Language

Check Status = @ Stop

Then press Screen Features, Screen Device Settings, IC Card/Bluetooth Software Settings.

| & |Machine Administrator
'?t} User Tools
Screen Features
Machine Features
Counter
Inquiry
Address Book Management

Tray Paper Settings

Basic Settings for Extended Devices
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| & |Machine Administrator G5, Denyadmin's operation, taphere [ togout [ (]

% Screen Features
- U orvw

¢ Sound
> Display

= Storage
PERSONAL

& Security

B Language & input
SYSTEM

® Screen Device Settings Information

O Screen Device Settings

[ & |Machine Administrator ® [ togout [ (]

% Screen Device Settings

Function Priority

Function Key Settings

IC Card/Bluetooth Software Settings
User's Own Customization

Banner System Message Display Time

Support Settings
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In this menu, press Select IC Card Reader select Proximity Card Reader and press Select IC Card

Reader.

| & |Machine Administator @, aomn st roy

% IC Card/Bluetooth Software Settings

Settings will be applied after machine is restarted.

Select IC Card Reader

Do not Use

Bluetooth Settings

Select Proximity Card Reader

[ & [Vine Adminsrator &, wmn ey

Select IC Card Reader

Do not Use

Proximity Card Reader

NFC Card Reader

[ togout || (]
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Then, enter Proximity Card Reader Settings.

[ |Maine Adminsrator . ooy erton sre

:b’ IC Card/Bluetooth Software Settings

Settings will be applied after machine is restarted.
Select IC Card Reader
Proximity Card Reader

Proximity Card Reader Settings

Bluetooth Settings

& |Machine Administrator
( % Proximity Card Reader Settings

Connect card reader to operation panel that displays this guidance.
If reader is connected, disconnect and then re—connect it after 5 seconds.

Card Reader Info Auth. Software to Use
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Then, connect USB Card Reader on any Smart Operation Panel USB-A available port.
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USB Card Reader will be recognised by Smart Operation Panel. Press OK.

& |Machine Administator . damn ooy

Proximity Card Reader Settings
The following card reader was registered.

USB Card Reader

|I| Machine Administrator %, Deny admin's operation, taphere )

*b' Proximity Card Reader Settings

Settings will be applied after machine is restarted.

Card Reader Info Auth. Software to Use

USB Card Reader Proximity Card Reader Support Plugin
VENDOR_ID: 1DA6, PRODUCT _ID: 0110 [CIS Plugin] Proximity Card Reader Support Plugin

Please, logout and restart device from main button to apply new configuration.
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8.- Remote Panel Operation Configuration.
Remote Panel Operation allows administrator to access device panel to support users and
make local configurations on device or give assistant to users.

Remote Panel Operation must be installed on Ricoh device before enable access. It can be
checked on device’s Web Image Monitor, accessing as Machine Administrator under Device
Management — Configuration — Device Settings - Firmware Update.

Remote Panel Operation app should be installed by administrators.

RICOH MP €2504eX \eb Image Monitor
+ Home

Configuration

Back
m Screen
W Screen

* Device Settings
W System

 paper
B Date/Time
» Timer
u Logs
® Download Logs
u Email
¥ Auta Email Notification
W On-demand Email Notification
W File Transfer
W User Authentication Management
® Administrator Authentication Management
 Program/Change Administrater
W Print Volume Use Limitation
B LDAP Server
W Kerberos Authentication
8 Device Setting Information: Import Setting (Server)

W Import Test

[)Refresh ()

Interface

® Interface Settings

Network

W [Pvd

" PG

| SMB

» ShMP

| SNMPv3

u s50P

® Bonjour

u pirPrint

W System Log

Security

W Network Security
W Access Control

W PP Authentication
u S51/TLS

m ssh

W Site Certificate

W Device Certificate.

u 5/MIME
W Import/Export Device Setting Information B IPsec
® Eco-friendly Counter Period/Administrator Message B lear | nrbenue Dalin

RICOH MP €2504ex wsb Image Monitor

4 Home
Java VM V1Z std 123501 UZA155799
Data Erase Onb 1.05 D2625244
GWFCU3.8-11(WW) | 14.00.00  D2425559Q
PowerSaving Sys | F.3.06.2  DOADSS54A

Engine 1.13:02  DOADSS03D
OpePanel | s e
ADF 01.330:03  D7795300L

Application Version

Application Name | Version Part Number (or Product ID) | Status

M2a_System 136 D2411425Q

M2a_BLEPlugin 2.12.00 D2411466 Mot activated
Mza_BluetoothSe 102 D2411465C Not activated
M2a_cspf 2.02.01 D2411433 Mot activated
Mza_HelpService 100 D2411471 Not activated
M2a_iWnn 2.3.3 D1961403 Mot activated
Mza_iWnn_Hang  1.0.0  DI1961406 Not activated
M2a_iWnn_Hans 1.0.0 D1961404 Not activated
Mza_iWnn_Hant  1.0.0  DI1961405 Not activated
M2a_KrbServ 1.02.00 D2411430A Mot activated
M2a_Legacyll 126 D2411436C Mot activated
Mza_MeidaPriScn 121 | D2411447V Not activated
M2a_NFCRlugin 2.42.00 D2411452 Not activated
Mza_Printerinfo 113 | D2411458¢ Not activated
M2a_PrinterSlob 175 D2411446R Mot activated
Mza_Programinfo 118  D2411438D Not activated
M2a_QRCode_SDC  2.1.2 D2411453F Mot activated
Mza_QuickCdAuth  2.12.04 D2411468A Not activated
M2a_RemAssist 1.0.5 D2411470A Mot activated
Mza_RemPriOpe 1.2 D1961458C | ot activatec

M2a_Remsptsve | 1.1 D1961455C Mot activated

& *7 & [0 Administrator
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If Remote Panel Operation app is not installed, following configuration can’t be done.

Once Remote Panel Operation is installed, login as Machine Administrator on device’s panel
and enter User Tools — Basic Settings for Extended Devices.

‘ & ’ Machine Administrator
&

Printer (Classic) Address Book
Management

O ® %

Application Site User Guide User Tools

Change Language No Reception File

I Lnguage

Check Status

‘z’ |§‘3 Admin. is operating remotely
%} User Tools
= Screen Features
Machine Features
Counter
Inquiry
Address Book Management
Tray Paper Settings

Basic Settings for Extended Devices
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Then, press Remote Panel Operation and turn ON Remote Operation/Monitoring Functions.

‘*‘ tg‘?’ Deny admin.'s operation, tap here ,] Logout HZ\

% Basic Settings for Extended Devices

Remote Panel Operation
The settings for remote panel operation/monitoring can be set.

@ ‘Eé. Admin. is operating remotely - Logout HI|

% Remote Panel Operation

Remote Operation/Monitoring Functions
Remote Connection URL : 10.144.96.39/rws/sop/rst

Set Remote Connection Timeout

License Information

Finally, press Logout buttom.
You can access Remote Panel Operation using following URLs:

- From Web Image Monitor, login as Machine Administrator and enter Device
Management — Remote Panel Operation.
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Q[ ? | i = Logout

RICOH MP C2504ex \eb Image Monitor Administratar

« Home.

English v| [Switch| (f3Refresh (Z)

b | | W Device Name : RNPO02673EEE2CE
— ® Host Name : RNPOO2673EEE2CE

fmart Operation Panel

Remote Panel Qperation

Alert
[® status OK
L& Status OK

u alert
W Messages (litem(s)) 10.144.91.99
Host Name: RNPOO2673EEEZCE Starus 0K
e w Status
& Out of Paper

J Status 0K

Check Details

- Using direct URL1: http://device_hostname or ip address/rws/sop/rst
Machine Administrator login is required.

- Using direct URL2: http://device hostname or ip address:49106
Machine Administrator login is required.

NOTE1: 49106TCP and 49105TCP ports must be opened to obtain Remote Panel Operation
connection.

NOTE2: If an administrator opens a Remote Panel Operation connection, and screen with a
timer will be show on device’s panel. Users can select which kind of behaviour is allow:

The administrator will start operating remotely.
~—  Are you sure you want to allow the request?

Remaining time before remote operation starts: 7

Allow Allow Remote

. Bl B
@ Prohibit Monitoring Eé Operation

Deny the administrator's The administrator will be Administrator will be able to
remote operation/ able to monitor your use your privileges and
monitoring. operations. operate remotely.

o Do not perform any operation or display information that you do not want to be
monitored by the administrator during remote operation/monitoring.

Check Status

If no selection is done from device panel, remote operation will be automatically selected.


http://device_hostname_or_ip_address/rws/sop/rst
http://device_hostname_or_ip_address:49106/
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NOTE3: Users can disconnect Administrator’s Remote Panel Operation pressing on top blue
banner.

£55, Admin. is operating remotely

O & O O

Quick Copy Quick Scanner Quick Fax Printer

T

User Tools

(Ghange Language

9.‘7 Language

Check Status

Q‘a, Deny admin.'s operation, tap here '

i System Message

Administrator is connecting to this :

R, Adm .
machine to operate it remotely.

10144964

Host Name: RNP5838793F52EC

Check Status

If administrators don’t want to be disconnected by users, they can lock or hide device panel to
users.
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C A Nosequro | 10.144.96.4:49106/top. htrr C 600&pa=08o| Losid=1665424 r = B é’,

Remote Panel Operation

2, Deny admin’s operation, tap here

Enter user name and password to log in. i e Hectine Farel

ock the Machine's Parel

User Name |

Login

Password |

| MBP nguse Change Language

Check Status
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